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Machine learning has been extensively used in EEG-based brain-computer interfaces (BCIs) for brain signal
classification. Most studies so far focused on making the BCI classifiers faster and more reliable; however, few
have considered their security. It has been found in other application domains that adversarial examples [1], which
are normal examples contaminated by deliberately designed tiny perturbations, can easily fool machine learning
models. These perturbations are usually so small that they are indistinguishable to human eyes.

EEG-based BCI systems may also be attacked by adversarial examples. The consequence could range from
merely user frustration to severe misdiagnosis in clinical applications [2]. We believe a new and more detailed
understanding of how adversarial EEG perturbations affect BCI classification can inform the design of BClIs to
defend against such attacks.

State-of-the-Art

Adversarial attacks of EEG-based BCIs were first investigated by Zhang and Wu in 2019 [2]. We considered
three attack types, whose characteristics are summarized in Table I. White-box attacks assume that the attacker has
access to all information of the target model, including its architecture and parameters. Gray-box attacks assume
the attacker knows some but not all information about the target model, e.g., the training data that the target
model is tuned on, but not its architecture and parameters. Black-box attacks assume the attacker knows neither
the architecture nor the parameters of the target model, but can observe its responses to inputs. White-box attacks
are the easiest, and black-box attacks are the hardest.

TABLE 1
SUMMARY OF THE THREE ATTACK TYPES [2].

Target model information | White-Box  Gray-Box  Black-Box

Know its architecture v X X
Know its parameters 6 v X X
Know its training data — v X
Can observe its response — — v

We [2] proposed an adversarial attack framework, shown in Fig. 1, for EEG-based BCIs. A jamming module is
injected between signal preprocessing and feature engineering to generate adversarial examples. We proposed an
unsupervised fast gradient sign method to construct the jamming module and attack three popular convolutional
neural network classifiers in BCIs. Its effectiveness was verified in three different BCI paradigms (P300 evoked
potentials, feedback error-related negativity, and motor imagery). To reduce the number of training samples in
black-box attacks, we further proposed query synthesis based active learning to improve the query efficiency in
training the substitute classification model [3]. Meanwhile, we also performed white-box target attacks for two



BCI regression problems (EEG-based driver drowsiness estimation, and EEG-based user reaction time estimation
in psychomotor vigilance tasks) [4].
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Fig. 1. The proposed attack framework [2] to a closed-loop BCI system, which injects a jamming module between signal preprocessing
and feature engineering to generate adversarial examples. A controller may not be needed in certain applications, e.g., BCI spellers.

Though theoretically important, our previous approaches (actually also most adversarial attack approaches to
time-series signals in the literature [2], [5]-[7]) have a serious limitation: they need to know the full EEG trial
before computing the adversarial perturbations, i.e., they are not causal and hence cannot be implemented in online
applications. This limitation may be more easily explained by taking adversarial attacks to speech signals as an
example. To attack a voice command, most current approaches need to record the entire voice command first, and
then design the perturbation. However, once the perturbation is obtained, the voice command has already been sent
out (e.g., to a smartphone or Amazon Echo), so there is no chance to add the perturbation to the voice command
to perform the attack online.

Our Approach

Two new adversarial attack approaches to EEG-based BCIs were proposed in our latest publication [8]. What
distinguishes them most from previous ones is that they explicitly considered the causality in designing the
perturbations. The adversarial perturbation template is constructed directly from the training set and then fixed.
So, there is no need to know the test EEG trial and compute the perturbation specifically for it. The perturbation
can be directly added to a test EEG trial as soon as it starts, hence satisfies causality and can be implemented
online.

We show for the first time that one can generate tiny adversarial EEG perturbation templates for target attacks
for both P300 and SSVEP spellers, i.e., mislead the classification to any character the attacker wants, regardless of
what the user intended character is. For the P300 speller, the attacker can construct a perturbation template, which
makes the P300 speller classify any perturbed EEG epoch into a target one, whether the benign EEG epoch is target
or non-target. For the SSVEP speller, the attacker can generate many perturbation templates, each corresponding
to a different character. By adding a specific perturbation template to a benign EEG trial, the attacker can mislead
the SSVEP speller to output the corresponding character, no matter what the user intended output is.

Fig. 2 illustrate the attack procedure for P300 spellers.

Experimental Validations

We considered adversarial attacks to both P300 and SSVEP based BCI spellers. Their effectiveness was demon-
strated on three publicly available datasets: P300 Dataset II in BCI Competition III!, P300 speller with ALS patients?

"http://www.bbci.de/competition/iii/#data_set_ii
“http://bnci-horizon-2020.eu/database/data-sets
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Fig. 2. Illustration of the attack procedure in the P300 protocol [8]. The attacker character is Z, whereas the user character is 7. For the
benign EEG trial, the P300 speller can correctly identify that P300 is elicited by the intensifications of the last row and the third column.
To mislead the P300 speller, adversarial perturbation template is added during the periods of 0-350ms and 700-1050ms, so that the fifth row
and the second column are believed to elicit P300 with the highest probability. The added adversarial perturbation templates do not influence
the results of the second and the last stimuli, because their corresponding periods are out of synchronization with the templates. As a result,
the P300 speller misclassifies the perturbed trial to attacker character Z.

(008-2014) [9], and the Tsinghua University SSVEP dataset®. All source code is available on GitHub?.

For the two subjects in Dataset II, the attacker can manipulate the P300 speller to spell whatever character he/she
wants, regardless of what the user intended character is, with a higher than 90% average success rate. For four of
the eight ALS patients, the attack made the P300 speller almost completely useless. For six of the eight subjects in
the SSVEP dataset, their output character can be manipulated to any character the attacker wanted, at 70%-100%
success rate.

Importance

We show, for the first time, that tiny noise can significantly manipulate the outputs of P300 and SSVEP spellers,
exposing a critical security concern in BCIs. Our generated adversarial perturbation templates satisfy the causality
of time-series signals, which rarely drew much attention before.

We need to emphasize that the goal of this study is not to damage EEG-based BClIs. Instead, we aim to demonstrate
that serious adversarial attacks to EEG-based BCls are possible, and hence expose a critical security concern, which
has received little attention before. Interestingly, a very recent Nature Medicine study also revealed that deep learning
models for electrocardiograms are susceptible to adversarial attack [10].

Our future research will develop strategies to defend against such attacks. Meanwhile, we hope our study can
attract more researchers’ attention to the security of EEG-based BCls, and more broadly, wearable devices.
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